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Introduction to Industrial Cybersecurity
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Syllabus outline:
1. Relevance of industrial cybersecurity
2. Distinctive features of industrial control systems
3. Threats, vulnerabilities and impact
4. Known incidents
5. Security measures in industrial control systems

Objective competences:
1. Awareness of cybersecurity risks in industrial control systems and critical infrastructures
2. Overview of the features of industrial control systems in contrast to traditional information systems
3. Overview of threats, vulnerabilities and countermeasures in industrial control systems

Intended learning outcomes:
1. Understand the relevance of cybersecurity in industrial control systems and critical infrastructures
2. Understand the main threats and vulnerabilities in industrial control systems in contrast to traditional
information systems
3. Acquire a high-level view of procedures and measures available to mitigate cybersecurity risks.
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