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Presentation Focus:

Al is transforming cybersecurity. Al is now used for defense, automation, and decision-making, but it is also

becoming a target for attackers.

Key Message:
Al is not only changing cybersecurity tools; it is changing the nature of cyber threats.
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Key Point:

Infrastructure!

As Al becomes essential to operations, attacking Al systems becomes more
attractive to cybercriminals.
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New €Challenges!

Core Question:

How do we secure systems that learn, adapt, and make autonomous decisions?
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Key Benefit:
Al improves speed, scalability, and accuracy in modern cybersecurity operations
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Also\Vulfierable!

Key Message:

Al is both a defensive tool and a new target for cyber attacks.



Al for Security and Security for Al

The Modern
Al Threat:
Seape

/4

Lan

New Categories of

Al Threafs

Key Observation:
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VULNERABILITIES

ADVERSARIAL

MACHINE LEARNING DEEPFAKE

THREATS
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Al SECURITY
TECHNOLOGIES

EMERGING
Al SECURITY TECHNOLOGIES

Many Al threats target trust, decision reliability, and data integrity.
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Adversarial Al
Attacks
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Main Risk:
Small changes can lead to large consequences in safety-critical systems.
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Key Message:

Adversarial Al attacks can move from digital manipulation to real-world harm.
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Key Point:
Al security begins with trusted, verified, and well-governed data.
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Key Risk:
Backdoors are difficult to detect because they remain inactive most of the time.
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Model Theft
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Al Models as
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Similar functionality

Key Message:
Al models should be protected like critical digital assets.
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Key Risk:

Compromised Al in critical infrastructure can cause physical, economic, and societal harm.

15



Al for Security and Security for Al

Security-by-
Design for Al
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Key Message:
Security should be built into Al systems, not added after deployment.
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Adversarial
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Limitation:

No single method provides complete protection against all adversarial attacks.
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Resilient Al
Architectures

Future/Security
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Research Connection:

Unconventional cybersecurity approaches for securing Al-integrated systems.
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The Future of
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What Comes
Next?

Key Question:

Can Al systems eventually defend themselves against intelligent attackers?
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Al Security Risks

A large percentage of organizations are exposed to Al security risks.

Research

; Sensitive Data Exposure 74%
0 0 Prompt Injection 82%
C h allenges Model Poisoning 67%
: /\ | Supply Chain Attacks 54%
A //\ (C Jailbreaks 20%
/

Open Prob'iems in OPENAI'S SAM

ALTMAN WARNS

Al Secur}z‘y |

Key Message:

Al cybersecurity remains an open and rapidly evolving research field.
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Conclusion

Final Thoughts

The Future of
Al in Cybersecurity

Al Will s Al-Driven
Autonomous El Security Operation
Security Systems . A= Centers (SOCs)

Al's Ability @ c bini Al
To Predict Threat @ any ombining

lock i
Intelligence ®G® and Blockchain

Al Will
Advanced
%y, Threat Detection

Al creates opportunities:
It improves automation, detection, productivity, and decision-making.

Al creates risks:
It introduces new attack surfaces across data, models, APIs, users, and
governance.

Traditional security is insufficient alone:
Al requires adaptive, lifecycle-based, and resilience-oriented security.

Collaboration is essential:
Researchers, industry, policymakers, and security professionals must
work together.

Final Statement:
“The future of trustworthy artificial intelligence depends on how
effectively we secure it today.”

Thank You
Questions, suggestions & discussion! Now or on
areeb.ahmed@fri.uni-lj.si
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